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Abstract: Enabling peer-to-peer (P2P) communication for hosts behind network address translation (NAT) boxes is
an important and difficult problem. Existing proposals, for example, UPnP, MIDCOM, TURN, STUN, STUNT, P2PNAT,
NATBlaster among others, offer only partial, limited and non-deterministic solutions. A framework that offers a
complete solution to the P2P communication problem is presented. The proposed framework is based on the use
of IPv4+4 addresses and the standard IPv4 Loose Source Record Route (LSRR) option and requires no changes
whatsoever to end-host protocol stacks and Internet routers. The only requirement is a simple upgrade of
border routers with a new LSRR-based packet-forwarding algorithm for the P2P traffic. The implementation of
a Linux-based border router that runs the proposed forwarding algorithm is detailed, and how P2P
applications can benefit from this framework is described.

1 Introduction

The current IPv4 [1] Internet architecture with hosts behind
network address translation (NAT) [2, 3] boxes is suitable for
the client/server type of communication, for example, HT'TP,
where the server is on the public Internet and the client is on a
private address realm [4], but it creates well-known problems
for important peer-to-peer (P2P) applications such as VoIP
[5, 6] and file sharing [7]. The problem arises from the fact that
nodes behind NAT boxes do not have globally routable IPv4

addresses, which makes them unreachable from the Internet.

IPv6 [8], when deployed, would provide each node on the
Internet with a globally routable IPv6 address, which would
restore the end-to-end connectivity necessary for P2P
communication. But the industry has been slow in
transitioning to IPv6 as it requires a complete upgrade of
the network infrastructure, that is, routers and end-hosts.
Ou [9] and Woodyatt [10] discuss the difficulties in
transitining to IPv6 and argue that it may take a long time
for some parts of the IPv4 Internet to switch to IPv6.

Fig. 1 shows a snapshot of the current Internet architecture.
We have two private realms A and B, for example, two home

or small office home office (SOHO) networks, connected by
the public Internet. X and Y are hosts in private realms A
and B, respectively. They have non-routable private IPv4
addresses [4], X and Y respectively. A and B are border
routers, shortly BR, that perform network address port
translation (NAPT) and also act as firewalls for their private
realms. C and S are hosts on the public Internet and have
unique, routable IPv4 addresses.

To establish communication for hosts behind NAT boxes,
for example, between X and Y in Fig. 1, existing applications
use proxies in the Internet, for example, host S in Fig. 1. In
this model, both hosts send packets to the proxy, which relays
the traffic to the communicating pair. Clearly, this model
solves the problem but very inefficiently: All traffic must go
through the proxy, which not only puts extra load on the
Internet, but also makes the proxy a central point of
congestion and failure. Ideally, we want the hosts to
exchange packets directly without the help of such proxies,
called P2P communication.

To enable P2P communication for nodes behind NAT
boxes, hole punching techniques have been proposed

exemplified by STUN [11, 12], STUNT [13, 14],

512

© The Institution of Engineering and Technology 2009

IET Commun., 2009, Vol. 3, Iss. 4, pp. 512-519
doi: 10.1049/iet-com.2008.0364



Figure 1 Two private realms, A and B, connected by the
public Internet

A and B are border routers that perform NAPT and firewall
functionality

P2PNAT [15, 16] and NATBlaster [17]. The general idea
with these techniques is to let a node behind a NAT box,
for example, X, talk to a server S on the public Internet
and learn (public IP address:port) pair, for example, A:pa,
assigned to its (private IP address:local port) pair, for
example, X:px, for a certain session and then disclose this
information to the peer, for example, Y, for direct
communication. Y employs the same prediction procedure
and sends its predicted endpoint parameters, for example,
B:pb, to X over an out-of-band channel such as SIP
[5, 18]. X would then send the ensuing traffic to B:pb, and
Y would send to A:pa for direct P2P communication.
Although this port prediction may work if both BRs are
cone NATS, it fails when one of the BRs is a symmetric
NAT [19]. A symmetric NAT creates a NAT binding
based on the source IP address, shortly SA, and source port
number, shortly sp, as well as the destination IP address,
shortly DA, and destination port number, shortly dp, and is
very restrictive [19]. It is known that most BRs today are
symmetric NATs [20], which makes hole punching
techniques fail in many cases. It should also be noted that
cone NATS are susceptible to port scan attacks, which create
additional security risks [20, 21]. So making all BRs cone
NATs is not an acceptable solution for the P2P

communication problem because of a reduced level of security.

For P2P TCP [22] communication, more complex
techniques are employed: After both peers initiate a TCP
connection and the outgoing SYN packet from a host
establishes the necessary NAT state at the host's NAT box,
the peers use such techniques as port prediction, low TTL-
valued packets or coordination by a third-party server (in
the form of spoofed IP packets or sequence number
notification by an out-of-band protocol) to establish the
TCP connection [13]. Although these techniques help set
up the TCP connection in certain limited cases, they are
very complex and unreliable.

There are other initiatives exemplified by UPnP [23] and
MIDCOM [24, 25] that propose on-demand port

allocation for a session by a priori negotiations with the
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BR. Within these frameworks, a node talks to BR or an
agent before initiating a P2P session and allocates the
required ports necessary for the communication. The node
then discloses the BR IP address and the allocated ports to
the peer for P2P communication. The problem with these
proposals is that they require a simultaneous upgrade of all
existing border routers, which makes the transition difficult.
Additionally, by opening up a port to all incoming traffic,
UPnP reduces the level of security provided by the current
NAT boxes [20].

Other alternatives, exemplified by TURN [26], propose
putting an intermediate node (a relay agent) in the path of
the communication, which would terminate the session for
a peer and act like a proxy. Although this would work for
all NAT types, it requires the deployment of such relay
agents in the global Internet, which is not only difficult but
is also against the nature of P2P communication.

Additionally, several NAT-extended architectures have
been proposed, exemplified by IPv4+4 [27], TRIAD [28],
IPNL [29], RSIP [30], to restore end-to-end addressing
and connectivity. If deployed, these architectures would
enable P2P communication, but they all require a complete
rehaul of the existing network infrastructure including all
BRs, end-hosts and even existing client/server applications,
which simply is not feasible.

In this paper, we present a framework based on the use of
IPv4+4-4 addresses [27] and the standard IPv4 Loose Source
Record Route (LSRR) option [31] that offers a complete
solution to the P2P communication problem. Our proposal
requires no changes whatsoever to end-hosts and Internet
routers. The only requirement is a simple upgrade of BRs
with a new LSRR-based packet-forwarding algorithm for
the P2P traffic (described in Section 2.3). The upgraded
BR performs NAPT forwarding for the traditional client/
server traffic and the proposed LSRR-based forwarding for
the P2P trafficc. We describe how P2P communication
works in the presence of upgraded BRs. We then detail our
implementation of a Linux-based BR that runs the
proposed LSRR-based forwarding algorithm in Section 3,
and describe how P2P applications can benefit from our
framework for seamless, secure P2P communication.

2 Proposed framework: IPv4+4
addresses and LSRR-based
forwarding

An IPv4+4 address is a backward-compatible, globally
unique network address for a node behind a NAT box, and

SA: X | DA: B

SA: X | DA: C

SA: X | DA: Y

X1

Figure 2 X sending a packet to Y with IPv4 LSRR option

LSRR(1): C,Y

The packet stops at B and C before arriving at Y

LSRR(2): B, Y

—(C)—

LSRR(3): B, C
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is formed by concatenating the 32-bit globally routable IPv4
address of the BR with the 32-bit private IPv4 address of an
internal node [27]. In a sense, the globally unique IPv4
address of the BR identifies the private realm and the

node. At each stop, the address pointed to by the option
pointer is swapped with DA of the packet [31].

Fig. 2 shows an example packet flow using the LSRR

infrastructure.

forwarding/filtering  algorithm. To benefit from

the LSRR option. As transmission of IPv4 packets

stacks or IPv4 routers.

private IPv4 address of the host is like an extension
number inside the realm. With this convention, IPv4+4
address of X in Fig. 1 is A.X and that of Y is B.Y. Given
that each node in a private realm can uniquely be identified
by a 64-bit IPv4+4 address, how can we make use of
these addresses to solve the P2P communication problem?
Turanyi e al. [32] propose a solution by defining a new
protocol and header structure, and requiring the upgrade of
all BRs, end-hosts and even all client/server applications to
the new protocol, which simply is not feasible. What we
need is a way to make use of IPv4+4 addresses while
requiring minimal changes to the existing network

In this section, we show how this can be done with the
IPv4 LSRR option [31]. We first describe how LSRR
works and then demonstrate how P2P communication can
be achieved if BRs employ a modified version of the LSRR

our

framework, P2P applications must send IPv4 packets with

with

LSRR option is part of all major operating system protocol
stacks, for example, Windows, Linux, Solaris, our proposal
demands no changes whatsoever to end-host protocol

option: X sends a packet to Y and wishes the packet to
make stops at B and C on the path to the destination. This
is achieved using the LSRR option as follows: When the
packet leaves X, SA is set to X, SA =X, and DA is set to
the first hop node B’s IPv4 address, DA = B. LSRR(1): C,
Y indicates that after B the packet must go to C and then
to Y. LSSR option pointer (specified in parentheses)
indicates where the packet should be sent by the next hop.
At the beginning this is set to 1. In a real IPv4
implementation, LSRR option pointer contains the byte
offset of the next IPv4 address on the list from the
beginning of the option, and would initially be equal to
4. At each stop it will be incremented by 4. When B
receives the packet, it realises that LSRR option is not
exhausted yet. So it swaps DA = B, with the IPv4 address
pointed to by the LSSR pointer, that is, C. B then
increments the LSRR pointer. Notice that SA is not
changed. The new packet with SA =X and DA = C will
be delivered to C. C performs LSRR processing similar to
B: It swaps DA = C with the IPv4 address pointed to by
LSRR pointer, that is, Y, and increments the LSRR
pointer. The new packet has SA =X and DA=Y and
will be delivered to Y. Y realises that LSRR option has
exhausted and that it is the last stop on the source route. Y
also learns the route back to X from the LSRR values,

2.1 IPv4 LSRR option

IPv4 LSRR option, defined in RFC 791 [1], allows the
sender of an IPv4 packet to specify a list of nodes (IPv4
routers) that the packet must pass through on its way to
the destination and to record the route information. DA of

the initial packet contains the IPv4 address of the first hop

which contains the path in the reverse direction.

2.2 P2P communication with modified
LSRR-based border routers

Assume that X having IPv44+4 address A.X wishes to
establish bidirectional P2P communication with Y having
IPv4-+4 address B.Y. Further assume that X wishes to use

c
Figure 3 Using modified LSRR forwarding and IPv4+4 addresses for P2P UDP communication
a Packet transmission from A.X:px to B.Y:py

b Packet transmission from B.Y:py to A.X:px
¢ Packet transmission from A.X:px to B.Y:py
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port px and Y wishes to use port py for this communication.
We designate the P2P session key as (A X:px, B.Y:py). How
X and Y learn the IP addresses of their BRs, and how they
agree on the P2P communication parameters, is out of the
scope of this paper. Existing P2P applications, for example,
VoIP using SIP [5, 33] and file sharing [7], use a separate
control path (protocol) to establish these parameters before
the actual P2P communication begins.

Below we first consider P2P UDP [34] packet exchange
between hosts X and Y. We then consider P2P TCP
connection establishement and ensuing packet exchange
between the same two hosts.

Fig. 3 depicts UDP packet flow between A.X:px and
B.Y:py. We assume that after X and Y agree on the
communication parameters, X is the first node to send a
UDP packet to Y. Fig. 3a depicts packet flow from X to Y:
When the packet leaves X, it has sp=px, dp = py,
SA =X, DA =A, LSRR(1): B, Y. Note that DA equals
the IPv4 address of X’s BR, A. X also specifies in LSRR
that A must forward the packet to B, which must forward
the packet to Y, the packet’s final destination. When A
receives this packet, it tries to locate the P2P session in its
session table. Our BR A maintains a session table for P2P
traffic, in addition to a NAT table for the traditional
client/server traffic. As this is the first outgoing packet
belonging to the session, A creates an entry in the session
table. Thus a session is created only by solicited (initiated
from inside) outgoing traffic.

The packet now goes through LSRR processing.
According to regular LSRR processing, A swaps the IP
address pointed to by the LSRR pointer and DA. So the
packet header becomes: sp=px, dp=py, SA=X,
DA = B, and LSRR option becomes: LSRR(2): A, Y. Notice
that standard LSRR processing does not change SA = X.
So if A were to send this modified packet to the Internet,
it would be dropped at the first ISP router due to ingress
filtering [35]. According to RFC 1918 [4], BRs must
perform packet filtering and no packet having a private SA
or DA should be sent out to the public Internet. This
means that we cannot send the packet with SA =X.
Therefore we propose a modified LSRR processing
algorithm at our BR: A moves the first address in LSRR
list, B, to DA, puts SA =X, in its place in LSRR list, and
sets SA = A for the outgoing packet. So when the packet
leaves A, its header contains: sp = px, dp = py, SA = A,
DA =B, and LSRR option becomes: LSRR(2): X,
Y. Notice that sp and dp are not changed.

When B receives this packet, it consults its P2P session
table. As B is not aware of the session yet (notice that B
will learn about the session after a packet is sent from Y to
X), the packet is simply dropped. Thus, unsolicited
incoming traffic is simply dropped at our BR similar to
existing NAT boxes. Traffic for a session is passed inside
only if the BR knows about that session.

www.ietdl.org

Fig. 34 illustrates Y sending a packet to A.X:px. When the
packet leaves Y, its header contains: sp = py, dp = px,
SA =Y, DA =B, LSRR(1): A, X. B receives this packet
and creates a new entry in its session table because this is
the first packet belonging to the session. B then performs
the proposed LSRR processing similar to A, and sends the
packet out with headers: sp=ypy, dp=px, SA =B,
DA = A, LSRR(2): Y, X.

When A receives this packet, it locates the session,
employs our LSRR processing algorithm and sends the
packet to X with the following packet header: sp = py,
dp=px, SA=Y, DA=X, LSRR(3): B, A. Host X
receives this packet and realises that the LSRR option has
exhausted. The packet is then delivered to the application
listening to port px. P2P application not only gets the
packet, but also learns the reverse path to Y from the
LSRR option.

In Fig. 3¢ we illustrate X sending another packet to B.Y:py.
This time the packet is passed inside private realm B because
B now knows about the session.

P2P TCP communication is more difficult than P2P UDP
communication: As TCP is a connection-oriented protocol, a
connection must be established first before the packet flows
begins. Fig. 4 depicts how a TCP connection between X
and Y can be established. We have both X and Y as active
participants, that is, clients, and BRs assist in connection
setup. After the exchange of the session parameters via a
seperate control protocol, we assume that X is the first
node to send out the TCP SYN packet. This is illustrated
in Fig. 4a, where the packet from X reaches A, goes
through our LSRR processing and then reaches B. By now
A is aware of the TCP session (A.X:px, B.Y:py), but B
does not know anything about the session yet. So B simply
drops the packet. When the TCP SYN packet from Y
reaches B (Fig. 44), B creates an entry in its session table
and forwards the packet to A. At this point, both A and B
know about the session. When A receives this TCP SYN
packet, it drops the packet and behaves like a TCP server
sending out SYN+ACK packets to both X and Y (Fig. 4c).
It is easy to see that A can do this because it knows the
sequence numbers used by both X and Y. These
SYN+ACK messages will make it to X and Y. The TCP
layers at X and Y will send out ACK packets to complete
the 3-way handshake. In Fig. 44, we depict how the ACK
packet from X is processed at BRs A and B before arriving
at Y. ACK packet from Y to X will be subject to similar

processing.

It is possible that the initial SYN packets from X and Y
cross A and B at the same time. In this case, B generates
SYN+ACK when the SYN packet from X reaches B, and
A generates SYNH+ACK when the SYN packet from Y
reaches A. Even if A and B forward these SYN+ACK
packets generated by the other side, they will simply be
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Figure 4 Using modified LSRR forwarding and IPv4+4 addresses for P2P TCP communication

X and Y are both active participants, that is, clients
a Initial SYN packet from A.X:px to B.Y:py

b Initial SYN packet from B.Y:py to A.X:px

¢ BR A generating SYNH+ACK packets

d ACK message from A.X:px to B.Y:py

duplicate packets and dropped by X and Y, causing no harm
to the connection setup.

After the connection setup, further packet exchange
between X and Y is no different than UDP packets. BRs A
and B simply apply our LSRR processing algorithm on the
packets, and the packets seamlessly make it to both X and
Y (refer to Fig. 44). Finally, connection termination, that
is, FIN messages, would be processed in the same manner
except that BRs A and B would delete the session from
their session tables after the connection is closed. Notice
that this is no different than NAPT extry deletion
algorithm employed by the existing NAT boxes.

2.3 Border router packet forwarding
algorithm

In this section, we present our BR packet processing
algorithm in a more formal manner using a pseudocode.
We divide the algorithm into two cases: (1) When a packet
is received from an internal host, that is, when BR receives
a packet from one of its LAN interfaces (Fig. 5) and (2)
when a packet is received from the Internet, that is, when
BR receives a packet from its WAN interface (Fig. 6). The
first algorithm consists of two parts, labelled I and II, and
the second algorithm consists of three parts, labelled I, II
and III.

Part I describes the handling of packets not containing the
LSRR option. These packets belong to traditional client/

server communication, where the client is in the private

realm and the server is in the Internet. When BR receives
such a packet, it tries to locate the NAT entry for the
session (step I.1). If the packet is received from a LAN
interface and the session is not found, then this is the first
packet belonging to the session. So BR creates a NAT
entry in the NAT table (step 1.2.1) and changes the
packet’s SA and sp (step 1.3). If the packet is received from
the WAN interface and the session is not found, then the
packet is simply dropped (step 1.2). If the NAT entry is
found for an incoming packet, then the packet’s DA and
dp are changed, and the packet is forwarded inside (step 1.3).

Symbols used in the algorithm:

SA: Source IP address of the packet

DA: Destination IP address of the packet

spr Source port of the packet

dp: Destination port of the packet

A: WAN IP address of the border router (BR)

BR receives a packet P from the LAN interface:
L. ProcessPacket(P[SA=X, DA=5, sp=px, dp=ps])
I.1. <A:pa> = LocateNATEntry(<X:px, S:ps>)
1.2, if (entry not found) then
[.2.1. <A:pa> = CreateNATEntry(<X:px, S:ps>)
[.3. Set SA=A, sp=pa

I1. ProcessPacket(P[SA=X, DA=A, sp=px, dp=py, LSRR(1): B, Y])
IL.1. LocateSession(<A.X:px, B.Y:py>)
I1.2. if (session not found) then
I1.2.1. CreateSession(<A.X:px, B.Y:py>)
IL.3. Set SA=A, DA=B, LSRR(2): X, Y

Figure 5 Algorithm for processing packets received from a
LAN interface
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Symbols used in the algorithm:

SA: Source [P address of the packet

DA: Destination IP address of the packet

sp: Source port of the packet

dp: Destination port of the packet

A: WAN IP address of the border router (BR)

BR receives a packet P from the WAN interface:

I. ProcessPacket(P[SA=C, DA=A, sp=pe, dp=pa])
L1. <X:px> = LocateNATEntry(<C:pc, A:paz)
L2, if (entry not found) then Drop the packet and exit
L.3. Set DA=X, dp=px

1. ProcessPacket(P[SA=B, DA=A, sp=py, dp=px. LSRR(2): Y, X])
I1.1. LocateSession{<A. X:px. B.Y:py=)
I1.2. if (session not found) then Drop the packet and exit
I1.3. Set SA=Y, DA=X, LSRR(3): B, A

I1I. ProcessPacket(P[SYN, SA=B, DA=A, sp=py, dp=px, LSRR(2): Y, X])
I11.1. LocateSession{<A. X:px, B.Y:py>)
I11.2. if {session not found) then Drop the packet and exit
I11.3. Send P[SYN+ACK, SA=Y, DA=X, sp=py, dp=px, LSRR(3): B, A]
I11.4. Send P[SYN+ACK, SA=A, DA=B, sp=px, dp=py, LSRR(2): X, Y]

Figure 6 Algorithm for processing packets received from
the WAN interface

Part II describes the handling of packets that contain an
LSRR option with two addresses in the option body.
These packets belong to P2P communication where one
peer is on a private realm and the other peer is on a
different private realm, for example, P2P communication
between A.X and B.Y in Fig. 1. When BR receives such a
packet, it tries to locate the session in the session table
(step IL.1). If the packet is received from a LAN interface
and the session is not found, then this is the first packet
belonging to the session. So BR creates an entry in the
session table (step I1.2.1) and changes packet's SA, DA
and the LSRR option (step II.3). If the packet is received
from the WAN interface and the session is not found, then
the packet is simply dropped (step II.2). If the session is
found for an incoming packet, then the packet’s SA, DA
and the LSRR option are changed, and the packet is
forwarded inside (step II.3).

We see from steps 1.2 and II.2 in Fig. 6 that when BR
receives a packet from the WAN interface and the session
that the packet belongs to is not found in the BR's NAT
or session tables, then the packet is simply dropped. These
steps provide the necessary security in the sense that only
solicited incoming traffic is let inside the private realm. All
unsolicited traffic is simply dropped by BR.

Step III in Fig. 6 describes the special case of BR-
assisted TCP connection establishment. When BR
receives a SYN packet, it first locates the session. If the
session is not found, BR simply drops the packet. If the
session is found and the connection is not established
yet, BR generates two SYN+ACK packets (steps II1.3
and II1.4), one for each peer, necessary for the peers to

complete the 3-way handshake. After the peers receive these
SYN+ACK packets, they would send out ACK packets to
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complete the connection setup (refer to Fig. 4). Further
packets belonging to the session would be processed by step
II in both algorithms. So, after the TCP connection is
established, both P2P TCP and UDP packets are processed

in the same manner.

3 Implementation details and
concluding remarks

To implement and test the proposed framework, we set up
the network depicted in Fig. 1. We have two private realms
A and B connected by the Internet. There is one host X in
realm A and one host Y in realm B, both of which are PCs

running Windows.

BRs A and B are emulated by PCs or router boards with at
least two interfaces, one attached to the Internet and the
other(s) attached to the private realm. We used two
different router boards: PC Engines ALIX.2C3 [36] and
Pronghorn SBC-250 [37]. ALIX.2C3 is a router board
with 500 MHz AMD processor and three Ethernet
interfaces. Pronghorn SBC-250 is a router board with an
Intel IXP425 processor and two Ethernet interfaces. Both
of these router boards run the latest 2.6.x Linux kernel [38].

We have designed a Linux driver that implements BR
functionality. Our driver, developed as a Linux-kernel
loadable module for 2.6 kernels, implements the packet-
forwarding algorithms in Figs. 5 and 6. The driver consists
of about 1500 lines of C code and uses the Linux Netfilter
architecture [39]. Netfilter is a set of hooks in the Linux
kernel protocol stack that allows callback functions to be
registered. We attach two hooks at BR WAN interface,
one for incoming packets and one for outgoing packets.
When a packet arrives from the WAN, Netfilter gives the
packet to our driver, which processes the packet before
letting it move up the protocol stack. Similarly, before a
packet is sent down the WAN interface, Netfilter calls our
driver, which processes the packet.

Our implementation of the proposed framework
demonstrates that if BRs keep a P2P session table and
employ our LSRR processing/filtering algorithm, secure
seamless P2P communication can easily be achieved.
Although our proposal demands the upgrade of all existing
BRs, we require no changes to end-host protocol stacks or
IPv4 routers. All major operating systems that we tested,
for example, Windows, Linux, Solaris, have the necessary
functionality and the API to send/receive IPv4 packets
having the LSRR option using the existing sockets
API [40]. So our implementation requires no changes
whatsoever to host TCP/IP protocol stacks. To benefit
from our framework, a P2P application must learn the IPv4
address of its BR and send IPv4 packets using the LSRR
option. We also note that our BRs are as secure as the
existing ‘symmetric’ NAT boxes [19]: (1) A new session is
created only by solicited traffic, that is, traffic originating

IET Commun., 2009, Vol. 3, Iss. 4, pp. 512-519
doi: 10.1049/iet-com.2008.0364

517

© The Institution of Engineering and Technology 2009



www.ietdl.org

from inside the realm and (2) an incoming packet is
passed inside only if all session parameters match an
existing session.

We have shown that an LSRR-based Internet using
IPv4+4 addresses seamlessly enables P2P communication.
So, we believe that an LSRR-based Internet using IPv4+4
addresses is the way to go in the evolution to the
next-generation Internet until IPv6 is fully deployed.
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